Micro-scale implantable medical devices (IMDs) extend the immense benefits of sensors used in health management. However, their development is limited by many requirements and challenges, such as the use of safe materials, size restrictions, safe and efficient powering, and selection of suitable wireless communication technologies. Some of the proposed wireless communication technologies are the terahertz (THz) radio frequency (RF), and ultrasound. This paper investigates the use of magnetic induction-based backscatter communication as an alternative technology. In particular, the goal is to provide a practical design for a micro-scale IMD, referred to as a "biomote" here, that can communicate with a wearable or handheld device such as a cell phone, tablet, or smart watch. First, it is demonstrated that communication via magnetic induction can be established between a biomote and such an external reader. Then, low-power modulation and error-correction coding schemes that can be implemented in micro-scale are explored for the mote. With the aim of increasing reliability and accuracy of measurements through mass deployment of biomotes, suitable low-power media access control (MAC) schemes are proposed, and the feasibility of their implementation in micro-scale is highlighted. Next, assuming that the human body is an additive white Gaussian noise (AWGN) channel, the performance of the mote is simulated and analyzed. Results of this analysis asserts that a communication range of at least few centimeters is achievable with an acceptable bit error rate. Finally, from the analysis of the MAC schemes, the optimum number of motes to be deployed for various read delays and transmission rates is obtained.
I. INTRODUCTION
at the air-tissue interface causes more than 99.95% of the acoustic energy to be reflected back into the tissue [30] - [32] . This results in a large attenuation due to the large reflection at the airtissue interface. Also, the small size of the biomote requires a correspondingly small ultrasonic transducers to generate and detect acoustic waves. The thickness of this transducer, which is often a piezoelectric device, is inversely related to its resonating frequency. As such, the small size of the device results in a large resonating frequency. This is a significant drawback since attenuation of acoustic waves inside the body increases exponentially with both frequency and distance. For instance, at 15.4 MHz, the signal attenuation in 10 cm in blood (best case), liver, and heart (worst case) can be calculated as 31.4 dB, 115.19 dB, and 162.68 dB, respectively [16] , [18] .
The challenges mentioned above might be overcome if a network of biomotes is deployed. [14] , [33] - [35] . However, that bears its own complications. For THz communication, the lineof-sight requirement, and complicated implementation circuitry make implementation of the networking very difficult in micro-devices working in an uncontrolled environment such as the human body. Also, an ultrasonic-based network of motes will require one or more interrogators to be implanted under the skin in order to receive the ultrasonic signal and convert it to a radio signal that can be detected by an external wireless reader [35] .
An alternative means of communication is the use of magnetic fields. Magnetic induction for powering and near-field communication (NFC) with medical implants has been studied in the literature (e.g., see [36] - [39] ). While measurement ranges of a few centimeters have been achieved, the smallest implants are at least a few millimeters in each dimension. To the best of our knowledge, this work is the first comprehensive study on magnetic-induction communication and powering of implantable micro-devices. In this work, we present a proof-of-concept for a biomote that is externally powered and communicates using magnetic induction to a hand-held device for processing and diagnosis. A possible design for the biomote, and how it can be used are illustrated in Figs. 1 and 2 , respectively. The biomote has a communication circuitry, a dumbbell substrate, an inductive coil, and a micro-(or nano-) biosensor. When an NFC-enabled reading device, such as a cell phone, is held over the mote, the two coils are coupled, and power is induced in the mote. The mote then uses backscatter communication to send its measured data to the reading device.
The main contributions of this work are summarized as follows:
• We model the magnetic induction-based communication for a micro-scale coil in the mote, and provide a detailed analysis demonstrating that communication can very well be achieved within the reception sensitivity of today's handheld devices. In our analysis, we illustrate the trade-offs that emerge from the selection of resonance and subcarrier frequencies, and permeability of the coil's core material. We further discuss the impact of all the above on the communication bandwidth and signal attenuation.
• We consider the size and complexity limitations of the mote to choose simple and efficient modulation and error-control coding techniques. We then provide evidence of the feasibility of implementation of the selected schemes in micro-scale.
• We evaluate the performance of the proposed physical layer, i.e., modulation and errorcontrol coding schemes, by simulating the bit error rate at the reader. From the evaluation, we obtain the maximum distance between the mote and the reader for an acceptable BER.
• We then use the results of the physical layer analysis to investigate the implementation requirements and performance of simple and efficient MAC schemes. We consider three schemes: binary tree protocol, slotted ALOHA, and code division multiple access (CDMA).
We also provide evidence of the feasibility of their implementation in micro-scale. In our analysis, we investigate the relationship between the mote transmission rate and the readtime required for various numbers of motes deployed. In case of CDMA, we also explore the relationship between the spreading code length and the number of successful readings from the motes deployed. From the simulation results, we recommend optimum mote design parameters and utilization specifications.
The rest of the paper is organized as follows. Section II provides a detailed design of the biomote's physical and MAC layers, including the inductive coil and selection of the modulation, error-control coding, and MAC schemes. Section III presents simulation results for the analysis of both the physical layer and the MAC layer schemes. Section IV concludes the paper.
II. DESIGN OF MICRO-SCALE BIOMOTE
A block diagram demonstrating the building components of our proposed device is shown in Fig. 3 . The main blocks are the following: an inductive coil as a transceiver antenna, modulation and error-correction blocks, sensors to collect data, and a MAC scheme. Once the reader and the biomote are placed close to each other, the biomote starts collecting energy from the reader through inductive coupling, such that the induced voltage at the mote turns on all the blocks. In the following sections, the implementation of these blocks, except the sensor, is comprehensively investigated to address the major challenges for the proposed micro-scale device. 
A. Micro-Scale Magnetic Induction-Based Communication
Environment, size of antenna, and complexity of a device are crucial points in determining the type of modulation in wireless communication. Taking these into account, and inspired by passive radio-frequency identification (RFID), we employ load modulation (a.k.a. modulated backscatter) to transmit data from the biomote to the reader. In load modulation, the impact of a coupled biomote on the reader can be modeled by a transformed impedance [41] , denoted here by Z br . Controlling Z br at the mote using an on-off switching circuit could change the voltage at the reader. If timing of the switching circuit is controlled by data at the biomote (sensor output), this data can be transferred to the reader. The reader then applies a bandpass filter to extract transmitted data. Load modulation works in a "near field" where the distance between a transmitting coil and a receiving coil does not exceed λ/2π, where λ is the wavelength. Since the resonance frequencies considered in this paper are less than 100 MHz and the communication range is within a few centimeters, load modulation can be safely employed.
In order to measure the received power at the reader, we use equivalent circuits for transceiver coils. Fig. 4 shows the structure and parameters of the equivalent circuit of antenna coils. We select the parameters in a way that the hight and diameter of the biomote does not exceed 250 µm. Here, we use copper and gold for the coils of the reader and biomotes, respectively. Also, we assume that the voltage in the reader is 3.8 v (the voltage of iphone 6 [40] ). As can be seen in Fig. 4 , coils on both sides along with parallel capacitors (C r and C b ) form resonant 
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a b = 50 (µm) Fig. 4 . Communication using magnetic induction between reader and biomote: (a) structure, (b) parameters of equivalent circuit: N is the number of turns, a is the radius of a coil, d is the diameter of wire (thickness), r is the distance between devices, R 0 is the resistance of unit length, R is the resistance of a coil, L is self inductance, and M is mutual induction between coils.
circuits. For our analysis in this paper, we consider three resonant frequencies: 1, 13.56, and 100 MHz. It should be noted that, due to the skin effect, this frequency affects the resistance of the coils, and hence, their impedance. The power transmitted by the reader and received at the biomote can be obtained as
respectively. Her, Z b is the impedance of the coil at the biomote, Z r is the impedance of the coil at the reader, Z br is the impact of biomote 's impedance on the reader, Z r b is the impact of reader's impedance on the biomote, V r b is the induced voltage by the reader on the biomote, and Z L is the impedance of the load at the biomote. The analysis leading to eq. (1) is well-known, and its details can be found in [41] . It is worth noting that these equations hold for the best case scenario when the two coils are positioned in a coaxial fashion. However, the analysis can be extended to a biomote with a tri-directional (3D) coil to address the problem of orientation.
More information about 3D coils can be found in [42] and [43] .
To gain a better understanding, Fig. 5 shows both the transmitted power and the received power at the reader. As can be seen, the transmitted power peaks at the resonance frequency However, if the distance between the resonance frequency and the subcarrier frequency ( f s ) is reduced, the available bandwidth will also be reduced. Hence, the trade-off between attenuation and bandwidth should be considered in an optimum design. It is also worth mentioning that the subcarrier signal at the mote can be obtained from the carrier signal using a frequency divider which is essentially a very simple shift register. Therefore, we often have
2 n , where n is the length of the shift register. Table I shows the received backscatter power at the reader which is located 6 cm away from a biomote. The calculations are obtained for different values of f c and relative permeability (µ) of the ferrite core. As can be seen in Table I , increasing f c reduces path loss. In addition, since f c is directly proportional to f s as explained above, increasing f c leads to a larger bandwidth.
For instance, if f c is increased from 1 MHz to 13.56 MHz, then the bandwidth will also increase at the price of a higher quality factor (Q), which implies higher sideband attenuation. Therefore, increasing f c reveals a trade-off between available bandwidth and total loss. To address this, one could reduce f s to avoid severe sideband attenuation, while maintaining an acceptable bandwidth.
For example, in Table I , when f c is increased from 1 MHz to 13.56 MHz, f s is reduced four times. This reduction keeps sideband attenuation low, while providing approximately 400 KHz of bandwidth which can be considered acceptable given the bit rate requirements of our particular application.
Another factor that impacts received power is relative permeability or µ. The µ of a medium that mostly contains air and blood is expected to be around 1. Although the permeability of a medium is not in our control, one could fill the core of a coil and its surrounding package with a high permeability material such as ferrite to increase the received power. The permeability of ferrite, depending on a number of factors, can be as high as 1700 [44] . Since the medium here is a combination of the mote, the human tissue, and the air, its permeability will be a function of that of the ferrite core, the human body, and the air. The core, with the highest permeability, is only a fraction of the medium (approximately 1/240). Taking this into consideration, the resultant permeability of the entire medium is assumed to be about 10.
We would like to make two more points regarding the use of highly permeable cores, which also help in further understanding the numbers in Table I . Although higher values of µ decrease path loss, they cause higher sideband attenuation. Hence, total loss needs to be paid attention to while considering the use of a high permeability core. Another drawback of high permeability materials is that their µ often decreases with increasing frequency. The value of µ for ferrite, for example, could reduce from more than 600 to 1 as the frequency increases from 1 MHz to 100 MHz [44] . Thus, while increasing the frequency provides a higher bandwidth, it practically negates the effect of µ on reducing PL.
The sensitivity of the reader also plays a vital role in detecting the backscattered power from the biomote. Sensitivity is the lowest signal power from which useful information can be obtained. Given the sensitivity, usable received signals are usually within certain power levels.
For example, the reference signal receive power (RSRP) as the LTE signal strength indicator could range from −45 dBm for excellent signals to −140 dBm for poor signals [45] [46] . Taking −100 dBm as sufficient received power at the reader, design parameters could be selected similar to those of Table I . Section III provides more on the achievable communication range and quality as a function of design parameters and noise power.
B. Modulation and Error-Correction Coding for Micro-Scale Design
Taking complexity and power consumption into consideration, ASK and BPSK are selected for load modulation in the biomote. These modulation techniques are among the simplest digital modulation techniques, and are employed in various biomedical implants [47] . Their implementation has also been demonstrated in micro-scale [48] , [49] , with rates of 160 kbps and 500 kbps reported, respectively.
In order to increase the efficiency of magnetic induction-based communication, error-correction coding is introduced at the biomote. Though complex coding schemes can achieve low bit error rates, they are computationally intensive and, hence, unsuitable for the biomote with its size and power constraints. Short linear block codes, namely Hamming (15, 11) and Reed-Solomon (31, 26) , were selected since they are less complex and can be implemented in micro-scale. Both codes can be implemented on a very small die area using shift registers [50] . In this work, since the biomote can only send information, it will need to only implement the encoding circuit.
Decoding will be handled at the receiver with much more power and high-end processor. This is quite advantageous because in most error-correction mechanisms, decoding is a significantly more complicated process than encoding.
Hamming code (15, 11) has a minimum distance of four, thus can detect three errors and correct one error. Reed-Solomon (RS) codes perform better than Hamming codes because they have the ability to correct both random and burst errors. RS codes are constructed using generator polynomials of degree 2t. An RS (n,k) code can correct t errors, where t = n−k 2 . The RS codes (31, 26) can, therefore, correct two errors. Hamming (15,11) provides a code rate of 0.733, compared to 0.8387 for RS (31, 26) .
C. MAC Layer for Micro-Scale Design
The probability of failure of micro-scale sensors warrants the deployment of a large number to capture readings that can be averaged to obtain more accurate and realistic measurements.
MAC layer protocols are very well advanced and widely deployed, but their implementation in micro-scale needs to be investigated and analyzed. In this section, we evaluate lightweight MAC schemes, identify their implementation requirements, and investigate the feasibility of their implementation in micro-scale.
The particular scheme utilized depends on factors such as the complexity of nodes, performance requirements, and the network structure. Due to the power and complexity restrictions at the mote, we consider three MAC schemes as candidates for implementation at the mote, including two dynamic protocols and one static scheme. The three candidates are evaluated for simplicity and efficiency, and two are selected for simulation and analysis. The schemes considered are binary tree protocol, slotted ALOHA, and CDMA, each of which has specific design requirements. Table II summarizes the required components in each scheme and provides evidence of their implementation in micro-scale in the literature. As can be noted, we ruled out TDMA and FDMA due to the additional complexity imposed on mote's circuitry. FDMA requires implementation of an oscillator and other circuitry on the mote to generate the subcarrier frequency [51] . TDMA requires a network controller to assign unique time slots to different motes, via extra messages exchanged between the motes and the reader [52] . Pre-Generated and Stored on Shift Registers [50] J-K Flip-Flop Synchronization Circuit [53] Ferromagnetic Cladding [54] XOR Gates [56] The binary tree protocol is used to select one mote from those in the interrogation zone of the reader. This is done by the reader sending commands and narrowing it down to a particular mote. The average number of iterations required to select a single mote from N motes is given as
Each mote is given a unique address and is required to synchronize its response to identification commands with all other motes. Synchronization among sensors has been tackled in a number of ways in the literature. The scheme used depends on the desired precision, duration of synchronization, area of sensor network, whether all or just portions of nodes need to be synchronized, energy, and infrastructure constraints in achieving the synchronization scheme [57] . In our design, we utilize the unidirectional scheme, where the reader sends a syncing message to all motes after powering. This resets and synchronizes the individual clocks of the motes. An appropriate sequence detection circuit using J-K flip-flops has been designed in microscale in [53] . The high number of exchanges of command messages required to select a mote makes this scheme less efficient than the other two schemes for our design. Therefore, it is not included in the simulation results presented in the next section.
A simple MAC scheme is slotted ALOHA. This scheme is reader driven and stochastic in scheduling the reception of packets from motes. It utilizes a randomly generated wait time in the cyclic sending of data, which ensures a fair probability that more than one mote can successfully transfer readings without collision. Implementation of the slotted ALOHA scheme requires time synchronization in all motes and random number generators. In the literature, a couple of suitable lightweight techniques have been proposed to generate pseudo-random numbers [58] . We propose to use a linear feedback shift register (LFSR)-based circuit because it provides high-speed binary sequences and can be miniaturized [55] . The authors of [59] report implementation of a pseudorandom number generator based on a nonlinear feedback shift register using a micro-scale CMOS process.
Another option we consider is CDMA, which involves multiplying the data with orthogonal spreading codes before modulation and transmission. The receiver is able to separate and decode data from each sensor by correlating the received signal with the code of all sensors sequentially.
Implementation requires the synchronization of transmission times from all sensors because nonsynchronization results in multi-access interference [60] . The problem of good cross correlation between the spreading codes to prevent primary collision is limited in our application because the number of motes contending for access at a point in time is limited. For implementation in micro-scale, XOR gates can be used to multiply the spreading code with the sensed data, and the static spreading codes are assigned to the motes during the design stage and stored using registers. Implementation of XOR gates in micro-scale has been demonstrated in [56] .
III. SIMULATION RESULTS
To bring clarity and make concrete sense of the proposed design for both physical layer and MAC layers, we set up numerical simulations for several realistic scenarios. Through physicallayer evaluation, we derive BERs corresponding to error-correction coding techniques described 
A. Physical-Layer Simulation Setup
The focus of the physical-layer analysis is on determining the maximum distance between the mote and the reader for which communication can be achieved. The magnetic induction-based model is simulated using the design parameters shown in Table III . In this design, we assume that noise power is the summation of thermal noise and noise figure. Thermal noise is expected to be around −120 dBm for a bandwidth of 200 KHz and temperature of 290 • [61] . Also, the noise figure, which is added by electronic circuits is expected to be 15 dB or less [62] . Taking the worst case, we assume −105 dBm as total noise at the reader. We also assume that the core of coils are filled with air, which implies µ = 1. The power induced in the external reader is evaluated for various separation distances. We simulate the BER achieved using ASK and BPSK for three conditions each: without error-correction coding, with Hamming (15,11) code, and with RS (31,26) code.
B. Physical-Layer Simulation Results
Fig . 6 shows the magnitude of backscattered power induced in the external reader with respect to the distance between the two devices. As the distance increases above 6 cm, received power falls below −100 dBm, making the signal detection difficult. As a result, given the design parameters of Table III , the effective communication range would be around 6 cm. Hamming code, and BPSK alongside the RS code. It can be observed that the BER for distances above 6 cm reaches above 0.01 in all cases. In our application, given the short packet length (see Section III-D) and large number of motes deployed, it is safe to assume that a BER of about 10 −3 would be acceptable. According to the figure, this BER is achievable for distances between 5 to 6 cm. When comparing the performance with respect to both modulation and errorcorrection coding, BPSK along with the RS code performs the best. In general, various implants may require different BERs, depending upon data rate and the format of data transmitted. Once the required BER is known, the respective combination of modulation and error coding can be selected according to this figure.
C. MAC Scheme Simulation Setup
The main focus of our analysis for slotted ALOHA is to address the question of how long it would take the reader to obtain readings from all motes in its interrogation zone, and also to address the concern of what transmission rate to deploy at the motes. The three parameters of interest in our investigation are the time duration to obtain readings from all motes, transmission data rate of the motes, and number of motes contending for access at a particular location. These In our simulation of the slotted ALOHA, we assume that each mote would have one data packet for transmission. It is also assumed that the reader is capable of processing all received packets during one slot duration. As a result, no queues are formed at either the mote or the reader. Our analysis do not consider the time taken to receive packet acknowledgments, and it is assumed that packet failures are due to collisions as a result of multiple transmissions on a slot.
For both scenarios, we ran 100 simulations to obtain the average number of successful motes out of the Number o f Motes.
The focus of our analysis for CDMA is to determine how many motes can successfully communicate with the reader in a reading session. We evaluate this by randomly assigning static spreading codes of lengths 16, 32, 64, 128 , and 256 to the motes, and uniformly sampling from the pool of motes. Our analysis is based on the assumption of equal transmission energy for motes and synchronization of the start time of transmissions. Also, we only consider multiple access interference due to data transmissions of other motes.
In addition to the above, we present a performance comparison of the two MAC schemes for two read durations: short and long. The short read duration and the long read duration are arbitrarily set to 128 slots and 128 × 10 slots, respectively. For the simulation, packet length is set to 64 bytes and transmission rate to 20 kbps, resulting in a short read duration of 3.28
seconds and a long read duration of 32.8 seconds.
D. Results of MAC Layer Analysis
Results of the Scenario 1 analysis are shown in Fig. 8 . For Rates varying from 1 to 600 kbps, we obtain the highest number of contending motes that all achieve successful transmissions in specific Read − times. This was done for data packet lengths of 8 and 64 bytes. Results of the CDMA analysis are shown in Fig. 10 . As can be seen, there is a positive correlation between the number of successful motes and the length of codes. It was observed that for every length of codes, the number of successful motes rises to a peak and then drops as the number of motes contending for access increases beyond a particular point.
Figs. 11 and 12 show results of the comparison of the two MAC schemes. In Fig. 11 , we evaluated the performance for a short-read time set to 128 slots for the slotted ALOHA and spreading code length of 128 for the CDMA scheme. The spread signal from a code length of 128 will take the same transmit duration as 128 slots in the ALOHA. Results show the superior performance of CDMA for all numbers of motes beyond 20, with a decline in performance at 120 motes. This is due to ALOHA's low utilization efficiency of the 128 available slots, as most slots are not selected in the random back-off process and remain empty. For long-read times, the analysis in Fig. 12 shows a superior performance of the slotted ALOHA scheme for number of deployed motes up to 50, beyond which performance begins to oscillate around that of the CDMA. For a much longer read duration, by either increasing the communication rate or the number of available slots, the ALOHA scheme will read all the deployed motes. The increase in duration has no impact on the CDMA performance. We can infer from the results that for implantable medical device applications that require a short-read time, CDMA will be a better choice but at the expense of implementing more complex procedures in micro-scale. Slotted ALOHA can be used in applications where long-read durations can be tolerated. schemes with simple complexity must be incorporated. In summary, it was found that magnetic induction is a formidable candidate for communication between micro-scale IMDs and external readers such as NFC-enabled handheld devices.
